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Until recently, software systems were typically designed with a monolithic 
architecture and deployed as a single executable. However, these systems 
struggle to keep up with the growing number of concurrent requests and 
increasingly shorter development cycles. Development teams therefore 
migrate to systems with a distributed architecture consisting of fine-grained 
services. These services can easily be scaled and developed independently 
and are increasingly implemented according to the actor model. 
 
However, the distributed nature of these systems exposes them to abnormal 
conditions under which they may no longer remain operational. For example, 
the network might temporarily fail and could result in messages being lost. A 
resilient system can cope with such conditions by detecting them, limiting 
their negative impact, and restoring normal operation. 
 
While existing actor model frameworks support the development of resilient 
systems, it remains the responsibility of developers to properly use this 
support and test the system’s operation under abnormal conditions. 
Unfortunately, developers have been shown to have a tendency to test the 
system only under normal conditions. A system can therefore be less resilient 
than expected. Testament to this are the many outages and failures of 
systems that can lead to loss of turnover and customers. Therefore, 
automated approaches are needed to test the resilience of actor systems. 
 
This dissertation presents an automated and dynamic analysis approach that 
injects faults during test execution to determine the resilience of the system. 
To efficiently explore all possible faults, we propose an exploration strategy 
based on delta debugging. This strategy can also be combined with 
optimizations to identify defects earlier. We explore one optimization where 
the causality of actor events is used to prune away certain faults, and a 
number of others where faults are given a priority to inject certain faults 
earlier. We implement our approach in the Chaokka tool. This tool is built for 
the actor model framework Akka and the testing framework ScalaTest which 
are widely used in practice. We also present an automated and static analysis 
approach to assess the quality of existing tests into which faults will be 
injected. We implement this approach in the Socrates tool and observe a low 
distribution of so-called test smells throughout the Scala ecosystem. 
 
Finally, we demonstrate the applicability of our approach by testing the 
resilience of actor systems in which various defects are present. We conclude 
that our approach finds defects 5 times faster compared to a naive approach. 
This dissertation therefore provides a solid foundation to automatically and 
efficiently test system resilience. 
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